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Introduction
If the formal organization is the skeleton of a company, the informal is the central nervous system driving the collective thought processes, actions, and reactions of its business units. (Krackhardt and Hanson 1993, p. 104) Both the volume and importance of knowledge workers are growing as industrialized countries go through structural changes towards service-oriented societies (Albach 1999; Drucker 1999; Davenport 2005) . According to Apte and Nath (2004) , knowledge workers already account for 70% of the labor force in the USA and for more than 60% of its added value.
Despite the importance of knowledge-intensive work, little is known about how to improve it compared to manual work processes. This is because the work performed by knowledge workers is complex and hard to measure (Aral et al. 2006; Mangelsdorf 2008; Ramírez and Nembhard 2004) . It can be assumed that the way information is exchanged and distributed will have an influence on the relative productivity of groups and actors (Aral et al. 2006; Cross et al. 2003) . The modern enterprise's productivity, efficiency and the ability to innovate thus all require an efficient structure and culture with respect to the exchange of knowledge between employees (Cross and Parker 2004; Cross et al. 2003; Balkundi and Harrison 2006) .
Knowledge is mainly exchanged via informal, social communication networks whose structures often differ greatly from the enterprise's organizational structure and workflows (Krackhardt and Hanson 1993) . At the same time, these structures have a decisive influence on the ability of employees, workgroups and the whole enterprise to deliver superior performance as they determine how quickly information can be propagated across a network, or whether stake holding employees will be able to contact each other (Cross and Parker 2004) . In this context Cross et al. (2003, S. 8) emphasize that "one of the most consistent findings in the social science literature is that whom you know often has a great deal to do with what you come to know".
Within this context the management of informal communication networks between enterprise staff becomes strategically significant (Davenport and Prusak 1998; Cross et al. 2003; Berglind and Scales 1987) . Knowledge management focuses on those parts of the organizational processes that are regarded as shapeable. The aim is to strength organizational competencies at all levels of the enterprise by means of an effective and efficient approach to knowledge and to create an ecosystem that promotes spontaneous and efficient processes of exchange (Borgatti and Cross 2003) .
Although enterprises have invested more in projects designed to improve knowledge management in the past few years, there is still a lack of theoretical findings and proven approaches (Mangelsdorf 2008; Ramírez and Nembhard 2004; Malone et al. 2003; Aral et al. 2006 ). Various studies demonstrate that attempts to promote cooperation and communication in enterprises are not typically planned (Barrett et al. 2004; Davenport et al. 2002; Cross et al. 2005) . Efforts to solve this problem face the challenge that informal communication networks are difficult to measure and monitor. This applies in particular if networks are large and the actors geographically dispersed (Davenport et al. 2002; Barrett et al. 2004) . Furthermore, mapping personal communication networks has been difficult and error-prone in the past, as findings have typically had to be reconstructed from third party or self-observation collected by means of interviews with the subjects of the study (Hanneman und Riddle 2005; Marsden 2005 ). This is the starting point for this paper. We will present the results of a research project that is currently in progress and whose aim it is to mitigate the deficits of existing approaches. To do so, we have developed a data collection and evaluation method that allows more or less exhaustive and automatic collection of informal communications processes. Besides measuring entirely virtual communications paths, our approach also covers personal communications. To this end a novel portable sensor platform -known as the Social Badgewas developed at the MIT Media Lab: the Social Badge is about the size of a cellular phone and is equipped with various sensors. It supports continuous measurement of the geographic position (Bluetooth), direction of movement and speed (tri-axial acceleration sensor), interaction (infrared sensor) and mood (microphone and speech analysis) of the person wearing it. In combination with social network analysis methods this allows us to draw conclusions about the actors' communication behavior and reconstruct the social network in an optimized way. Systematic data collection or data entry errors, which occur in legacy approaches, are thus reduced.
Our article documents the results of a collaborative study by scientific project partners and a bank (Kreissparkasse Cologne). In field trials the structure of the bank employees' informal communication networks was collected through Social Badges, and email archives. To this end, 22 bank employees wore Social Badges during working hours for the duration of one month. Additionally, the email archives of seven Kreissparkasse branches (approx. 16 million emails) were evaluated over a period of seven months. Besides this network data, data on the productivity of staff members and groups and on staff members' personalities was collected. This was achieved by means of self-evaluation interviews and personality tests. The results of the study show how conclusions on network structure at actor, group and organizational level, on staff personalities and the way staff communicates can be derived.
The content of this article is organized as follows: the next section explains the role played by the analysis of social networks in achieving organizational goals, and the motivation for this article based on deficits in the state of the art of current research. The subsequent section introduces Social Badges as a novel instrument for the analysis of informal communication networks, capable of mitigating these deficits. Our solution and its applicability in research and production use are then evaluated by means of a case study. We close the article with a discussion of the potential and research requirements.
2 State of art of research and our approach
The subject of our research is informal social networks in enterprises. The methods and techniques used in various disciplines to discover the structure of these networks and draw conclusions on their function and quality are commonly grouped under the umbrella of social network analysis, SNA (Wasserman and Faust 1994; Carrington et al. 2005) . The central idea behind SNA is that of linking the statistical properties of a formal graph, which acts as a map of a social network, with the actual behavior of the physical actors. The type of interaction that it monitors, and whether or not the actors are individuals, groups or organizations will vary depending on the discipline and the subject of the investigation. The roots of SNA lie in anthropology, sociology, psychology and organizational theory. SNA has now established itself as an interdisciplinary approach covering an advanced and rich spectrum of qualitative and quantitative methods. For a number of years, it has demonstrated its usefulness in a business context (Borgatti and Foster 2003; Cross and Parker 2004; Cross et al. 2002; Müller and Gronau 2007) . Work on this topic has focused on the effect of network structures on the performance of the individual (e.g. Ahuja et al. 2003; Bulkley and Van Alstyne 2006; Cross and Cummings 2004; Mehra et al. 2001; Moran 2005; Sparrowe et al. 2001) , groups (Balkundi and Harrison 2006; Brass 1981; Mayo and Pastor 2005; Reagans and Zuckerman 2001; Sparrowe et al. 2001 ) and organizations (Ahuja 2000; Podolny and Barron 1997; Powell et al. 1996; Raz and Gloor 2007; Uzzi 1996) .
Although research in this area reaches back to the early 1950s (e.g. Guetzkow and Simon 1955; Leavitt 1951) , even the most recent studies lead to highly contradictory results (Balkundi and Harrison 2006) . For example, authors such as Levi et al. (1954) conclude on the one hand that increasing centralization of group leaders improves the performance of the groups. In their analyses, Raz and Gloor (2007) , Cross and Cummings (2004) , and Balkundi and Harrison (2006) also conclude that teams that occupy a central position within the intergroup network, or which are led by a group manager with a central position in the intra-group network, perform better. The results of these studies could be theoretically explained by the fact that more centralization in the inter-group network provides access to relevant resources. On the other hand, authors such as Boyd and Taylor (1998) conclude that more centralization impairs the performance of the groups as more effort is required to uphold personal relationships. In line with other experimental studies performed in the 50s (Shaw 1964) , Sparrowe et al. (2001) also ascertain a negative effect of "Advice Network Centrality" on group performance. Sparrowe et al. (2001) back up this effect theoretically with Molms (1994) differentiation between dependence, independence and interdependence. While actors in networks with interdependencies are responsible for collaborative output, actors in networks characterized by dependencies can benefit from the work of their subordinates without having contributed to productivity themselves. Actors in decentralized networks are typically more interdependent, which leads to an increased willingness to cooperate. With respect to the effect of group density on performance, Reagans and Zuckerman (2001) note that tighter group density leads to improved performance. This result is also confirmed by Balkundis and Harrisons (2006) meta-analysis. One theoretical argument in favor of this is that the propagation of implicit knowledge is more difficult in sparse workgroups (Hansen 1999) . Additionally, a large number of interactions between team members is indicative of mutual dependencies (Sparrowe et al. 2001 ) which in turn promote collaboration and thus improve the group's performance (Molm 1994) . However, Sparrowe et al. (2001) were unable to confirm the positive effect of the density of the "Advice Networks" on group performance, although they did substantiate the negative effect of "Hindrance Network Density" on group performance. A theoretical explanation of this could be that the cost of maintaining a higher communications density in workgroups impacts performance (Burt 1997) .
Despite the valuable contribution that all of the above-mentioned studies have made in recent decades, there is still considerable need for research in this area. This is evident from contradictory results of existing research, which indicate deficits with respect to theory. Furthermore, previous research is impaired by inherent design weaknesses listed in the following which impact its validity thus possibly causing contradictory results:
• Firstly, the social network is often reconstructed from questionnaires used by researchers to ask actors about their relationships to other actors in the network. This approach can only reflect some part of the actors' communication behavior in the social network and is thus error-prone. Besides other well-documented references to issues with questionnaires, the social desirability response set, memory effects, or Hawthorne effects lead to respondents deliberately or inadvertently providing false responses and thus distorting the results (Bortz 1984; Bortz and Döring 2006; Marsden 2005) . Furthermore, the adjacency matrices aggregated from the responses are manually entered into evaluation software such as UCINET. This procedure introduces another source of error.
• Secondly, most studies only investigate small networks. Studies that investigate all communication behavior within an organization are rare in comparison; this is also due to the fact that collecting data in larger networks involves a great deal of effort and that practical limitations are quickly reached especially in personal contact networks (Hanneman and Riddle 2005).
• Thirdly, the analyses often ignore temporal aspects (Balkundi and Harrison 2006) . Studies of this kind are then based on data that reflect the network structure at a given point in time. The reason for this is that data collection involves substantial effort, especially in the case of manual collection. However, social networks are not static, but subject to dynamic change. Some networks organize themselves, growing along the size and complexity axes, or are in parts disintegrating. At the same time, the roles and positions of persons and groups change over time. These changes to the network are difficult to reflect using legacy data collection approaches.
• Fourthly, many studies are restricted to a single channel of communications and draw conclusions for the whole communications network based on this. Thus far, it has been unclear whether, for example, the position of an actor in an email or telephone network corresponds to that actor's position in a network of personal contacts (Wellman 2001; Grippa et al. 2006) . Isolated observation of a single communications channel is an insufficient approach to mapping the complete communications network.
Due to contradictory results of previous studies and methodic deficits, further investigations and new data collection methods that are less prone to the flaw of legacy data collection approaches are necessary to achieve more precise and comprehensive data and thus higher data quality.
The aim of our work is to provide a contribution towards improving the quality of the data collection process and thus achieving more consistent research results. The following section introduces a mobile sensor platform, which -in combination with SNA -is capable of easily and automatically mapping informal communication networks even in larger organizations. Both the virtual and the personal informal communications network are continually recorded and prepared for evaluation by means of suitable software tools to avoid measurement errors. This alleviates the above mentioned methodic issues to a great extent.
We will be evaluating the applicability of this instrument in the scope of a case study in Section 4. The content is structured along the following research questions:
• Do different communication networks (email vs. personal communications network) demonstrate structural differences?
• Is there a connection between the network position of an actor and their job satisfaction with respect to the actor's subjective appraisal of their own productivity?
• Is their a connection between an actor's personality and their position in the network?
3 Analysis of personal communications relationships using Social Badges
While the evaluation of email or telephone communications is comparatively simple due to the existence of log files, the observation of personal communications (in the sense of "face to face") is a major challenge, especially in large organizations. To address this problem, we used new micro computers -know as Social Badges -which were developed at the MIT Media Laboratory (Pentland 2004; Pentland 2005) . Bluetooth The Social Badges used in our project use Bluetooth to transmit their badge IDs to allow them to be pinpointed by other Social Badges at a range of about 10 metres (CC2500 2.4 GHz radio antenna and 2.0 Bluetooth module). Evaluating this data allows to measure which persons are in the vicinity of other persons and thus capable of personal interaction and communication.
Infrared To ascertain personal interaction between two persons, Social Badges transmit their badge IDs every two seconds via an infrared interface (TFDU4300). This signal is logged by another Social Badge, if both Social Badges have a line of sight connection, the distance between the two candidates is less than one meter, and the speakers are looking at each other directly (±15°). If multiple signals of this kind are identified within a short period of time, it can be assumed that the actors are involved in a personal conversation.
Tri-axial acceleration sensor
The Social Badges are equipped with a tri-axial acceleration sensor (ADXL330) whose signal is recorded at 250 Hz. After normalizing the signals, the signal vector magnitude, SVM, is calculated to determine the intensity of movement. To be able to distinguish between activity and idle phases, the mean SVM per minute is calculate, and then aggregated to provide the SVM per employee and day.
The use of Social Badges made it possible to mitigate the methodic problems referred to in the previous section: There is no need to reconstruct the personal network from a questionnaire, thus avoiding distortion. The approach can easily be applied to large networks. The data is collected automatically, at a high level of detail and continuously to allow for dynamic analysis of the network development.
The analysis is limited by the fact that Social Badges map only the structure of the network. Conversation content is not taken into consideration for data protection reasons. It is thus only possible to ascertain who has interacted with whom and at what time, but not what the subject of the conversation was.
Case Study
The Social Badges were deployed and evaluated in a collaborative case study with the Kreissparkasse Cologne (KSK). KSK is one of the biggest Sparkasse banks in Germany and has a staff of about 4000.
Data
Seven KSK facilities (branches and internal departments) with a total of 79 staff were selected for the study. To map the communications network between these facilities, the email communications network was monitored for a period of seven months (April 2006 to October 2006 . The data set comprises some 16 million emails. The personal communications network of one of the seven business units was monitored using Social Badges. 22 members of this unit wore Social Badges on a daily basis during working hours for a period of one month. These employees expressed their willingness to respond to questions on satisfaction and productivity on a daily basis.
SNA Software and Data Evaluation
Condor was used to evaluate the network data. We chose Condor from the various state-ofart products available at the time of this writing (see also Huismann und Dujin 2005 and others) as it has been optimized for the evaluation of email archive files on the one hand, and was easy to modify to support evaluation of Social Badge data on the other hand. Furthermore, it is one of just a few products to support the analysis of temporal change processes in networks (Gloor and Zhao 2004; Putzke et al. 2008) . Additionally, Condor is capable of determining the statistical and graph theory properties of a network. These properties include the betweenness centrality, BC, of actors, and group betweenness centrality, GBC, (Wassermann and Faust 1994) as used in the scope of the study.
When evaluating the email log files for the investigated groups, we first extracted the messages where both the sender and the recipient were members of the facility to be investigated. Emails with multiple recipients were handled in the same way as individual messages from one sender to one recipient. The data was also anonymized in this step.
Only the facility and the team the person belonged to were stored. Additionally, records indicated whether or not the subject had an executive position. Based on this data, Condor calculated the network structure for each facility and each month.
As email content and subject lines were not evaluated and the email addresses were anonymized, staff privacy was respected. Additionally, care was taken to choose facilities with a sufficiently large number of staff to make it impossible to link conclusions to specific individuals. To avoid peer pressure on the candidates in the Social Badges Study, we had the ability to deploy dummy Social Badges that did not record data, but were otherwise visibly indistinguishable from the other devices. This meant that nobody was forced to take part in the study, and there was no need to justify participation, which would seem to improve the acceptance of the empiric data collection design. The whole approach was not only discussed with and monitored by the participants in the study, but also with and by a data protection officer and the staff council of KSK. Data collection did not commence until the executives and staff at the facilities in question had signaled their agreement.
Results

Comparison of the structures of the email and personal networks
One major finding of our investigation is that the email and personal networks demonstrate different structures. Figure 2 provides evidence of this based on the BC values for the individual employs in the email and personal networks.
Regression analysis performed on the basis of our data and with our participation provides further substantiation for this claim (Ara et al. 2008 ). The analysis demonstrates that there is a negative relationship between proximity, as determined by geographical position (same office, same corridor) and by team membership, and the number of emails that the members exchange (r = -0.55, p < 0.01).
These results demonstrate that observation of the email network does not truly reflect the entire communications network and thus conceivably provides the enterprise with insufficient information. The results contradict the findings of previous research which view the email network as a useful approximation of the total, informal communications network.
Figure 3
The BC values for staff differ in a persona network (dashed line) and an email network (continuous line) (22 persons). The network structures are thus not identical.
Network Position and Personality
In further analysis we checked whether information on personality characteristics of the individual employees allowed conclusions to be drawn on their individual positions within the network and the constellation of the network. In this part of the investigation we used the NEO five factor inventory (NEO-FFI), an internationally recognised personality test developed by Costa and McCrae (1992) . The NEO-FFI allowed us to ascertain the five main dimensions of a person's personality: neuroticism (emotional stability: resilient vs. sensitive), extraversion (introverted vs. extraverted), openness for experiences (conservative vs. explorative), compatibility (antagonistic vs. compliable) and diligence (flexible inattentive vs. focused-pedantic).
Of the 22 persons who took part in the Social Badges experiment, 16 agreed to take part in the NEO-FFI test. Evaluating the results and mapping them with the structure of the informal network confirmed the following five hypotheses (Gloor et al. 2009 ): (1) Extraversion correlates positively with active participation in personal interaction (r = 0.52; p < 0.05). (2) There is a negative correlation between neuroticism and the intensity of personal interaction (r = -0.75, p < 0.01). (3) The degree of extraversion -in combination with the individual assessment of productivity -is a predictor for the position in the network (r = 0.64, p = 0.02). This means that people with a high degree of extraversion consider themselves particularly productive if they are at the centre of the network, whereas people with a low level of extraversion consider themselves productive when they are geographically located at the edge of the network. (4) 
Network structure and self-assessment
Further regressive analyses performed on the basis of our data indicate that coherences exist between the number of contacts and interactions on the one hand, and the subjective assessment of job satisfaction and productivity on the other. Statements on individual job satisfaction and productivity were collected by means of a survey, which was completed by the staff taking part in the Social Badge experiment at the end of each working day. The questionnaire contained the following questions; the respondents answered on a scale of 1 (very high/very much) to 5 (very low/very little): Question 1: How would you assess your productivity today? Question 2: What is your level of job satisfaction today? Question 3: What was your stress level today?
Evaluation of the personal communications network (see also Ara et al. 2008) shows that the number of different colleagues that an employee interacts with in the course of a day correlates with the response to Question 1 (r = 0.19, p = 0.001) whereas the total time an employee spends on personal communication correlates with the responses to Questions 1, 2 and 3 (r = 0.27, 0.22 and 0.31; p = 0.0008, 0.0006 and 0.0001). If we look at the network comprising the personal network and email communications, the evaluation (Olguin Olguin and Pentland (2008) demonstrates negative correlation between the volume of communications and job satisfaction (Question 2) (r = -.48, p = 0.01); this indicates that the level of satisfaction drops with the volume of messages exchanged. It also appears that a low level of activity correlates negatively with the individual perception of productivity (Question 1 (r = -0.202, p = 0.001)). A low level of activity typically indicates that an employee has mainly stayed at their desk during the day and has not interacted much with others. This status appears to correlate with a high self-assessment of the candidate's productivity.
May we point out at this point that the informative value of the above mentioned results is impaired by the sample size. However, the investigation does show how the virtual map of personal communication relationships helps to analyze the structure of the social network and to understand staff, their positions and roles in the network. Additionally, it helps executives to better identify the strengths and weaknesses of their staff and to deploy them in line with their skills and thus use the human resources pool in a more effective way. Thus, the basis for a variety of applications where SNA can be deployed in a useful manner has been created.
Open Research Questions and Potentials
Understanding and successful management of communication networks is one of the objectives of knowledge-driven enterprises. Reaching this goal is made more difficult by the fact that informal communication structures are typically difficult to monitor. This applies in particular to collecting data in personal contact networks. Previous research approaches have faced various issues due to these problems and to the lack of suitable instruments: it was necessary to reconstruct the network structure by means of surveys for example. This approach led to documented distortion in many cases. Moreover, the effort involved meant that it was not typically possible to observe more than a small part of the overall network. At the same time, analysis was typically restricted to one or two statistical network statesagain mainly due to the major effort that data collection involved, so that dynamic changes to the network typically went unnoticed. Finally, most investigations focused on single communications channels, such as email, which again led to incomplete information on the overall network. These methodical problems have led to previous research being unable to produce consistent results in many areas of this field.
This article shows how a mobile sensory platform and the use of SNA can help to mitigate the four deficits referred to and thus produce a more complete data basis. The use of Social Badges allows for automated collection of structure data and thus adds a further communications channel to the data basis.
To evaluate this instrument we demonstrated an initial approach to how the data collected by means of Social Badges can be combined with SNA methods to answer questions concerning the correlations between network structure and performance, self-assessment, personality and network position respectively, and concerning structural similarities between different types of informal networks.
This article also points to potential for research and real world deployment above and beyond these questions: the approach can also be used to identify weaknesses in enterprise networks and as a decision making tool in the process of group reorganisation (see Gloor et al. 2007; Putzke et al. 2008) . Organisational charts often fail to reflect the actual group structures within the enterprise, as occurring due to unplanned, informal communications. Using the method presented here, it is easier to ascertain which persons and groups communicate well, and which persons interact less frequently than envisaged. This applies also to business processes. The better they reflect actual information flows within the enterprise, the more effective business processes are. The approach presented here again provides significant insights. At an individual project management level it is also important to recognize which employees are central to a group, who acts as a gatekeeper to link teams and where bottlenecks occur (due to, say, an excessive number of emails). This also facilitates the identification of experts in the enterprise: taking the content of emails into account, bi-modal networks can be generated to link staff with topics and visualise knowledge maps that show who is involved in exchanges on certain topics and with what degree of intensity. These maps also show which employees have knowledge and experience in which disciplines and fields. Knowledge maps are thus a valuable tool for quickly locating specialist knowledge, or composing project teams where a combination of staff with experience from different divisions of the enterprise is required.
Faced with the diversity and complexity of informal networks, all previous attempts to analyse these networks can only be regarded as first steps towards a robust and comprehensive understanding. Of course, the research project presented here has its own limitations. To provide more robust answers to the research questions illustrated here, more -and more extensive -investigations are required. In the interest of improving the data collected for the subject of the investigation, these investigations should not be restricted to structural information on the sender, recipient and time of the communication, but also look into the semantics of the communication. Moreover, the effort involved in collecting personal network data can again be reduced by integrating Social Badge technology in objects of daily use, such as ID badges or cellular phones (Pentland 2008 ).
